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I N F O A B S T R A C T

Digital images transmission has grown dramatically over the past years 
in various applications, for instance, transmission of telescope images. 
In this research, a novel encryption algorithm that combines both spatial 
and frequency domains is studied. Telescope images in grayscale and 
Bayer array are applied in our algorithm. Effectiveness of the proposed 
algorithm has been analyzed in terms of several key analyses, such as 
histogram distribution, Number of Pixel Changing Rate (NPCR), Unified 
Average Changing Intensity (UACI), Peak Signal to Noise Ratio (PSNR), 
Information Entropy and Structural Similarity Index (SSIM). Empirical 
results suggest that our proposed algorithm can be practically applied 
to encrypt both grayscale and Bayer telescope images.
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Introduction
Over the past decades, the amount of digital images 
transmission has grown dramatically. This includes the 
transmission of telescope images. As digital image contains 
sensitive information, it is crucial to encrypt the image so as 
to protect it from being accessed by unauthorized users. In 
recent years, various methods of digital image encryption 
have been introduced, e.g. Latin squares,1,2 skew tent map,3 
DNA sequence4,5 and ciphertext feedback.7 A symmetric-
key Latin square image with probabilistic encryption was 
introduced in.1 It was an improved method of traditional 
Latin square. Likewise, a self- orthogonal Latin square was 
proposed in2 that uses 2D map for image permutation. In 
another approach, pixel combination was applied to encrypt 
the red, green and blue components of an image.3 Skew 
tent map and hyper chaotic system of 6th-order CNN, on 

the other hand, was used to encrypt the pixel value of the 
image. A few researches of image encryption that based on 
DNA sequence were also conducted. Wei et al.4 proposed a 
color image encryption algorithm based on DNA sequence 
that converts original image into R, G, and B matrices, and 
applied a similar method in,3 i.e., hyper chaotic maps, to 
scramble the DNA elements’ locations. The encrypted image 
was constructed based on the decoded DNA sequence and 
R, G, B channels combination.

Zhang et al.7 presented a gray image-based encryption 
method that uses a single round permutation-diffusion 
chaotic cipher. Temp-value feedback mechanisms were 
introduced to defend against the known attacks on  the 
image. A secret key was then generated from the diffusion 
of the employed plaintext or ciphertext feedback. Many 
of the proposed methods showing a promising level of 
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security, however, there are certain concerns that need to 
be addressed. Firstly, the suitability of the Latin square  in 
image encryption is uncertain even though it was reported 
to have some fine characteristics. Also, a well-equipped and 
pricey laboratory is required to conduct the experiment for 
DNA cryptography, making it as not as a great option than 
others. Meanwhile, security level of the method proposed 
in is not confirmed even though it has a better encryption 
effect when compared to.5

In this paper, we propose a novel encryption algorithm that 
combines spatial and frequency domains to improve the 
encryption. Two types of telescope images were selected 
in the experiments, i.e. grayscale and Bayer images. Fourier 
Transform (FT), bit levels decomposition and scrambling 
methods were applied in the algorithm. Effectiveness of 
the proposed algorithm was then analyzed on several 
key indicators namely histogram distribution, Number of 
Pixel Changing Rate (NPCR), Unified Average Changing 
Intensity (UACI), Peak Signal to Noise Ratio (PSNR), 
information entropy and Structural Similarity Index (SSIM). 
The experimental results demonstrate that the proposed 
algorithm has achieved good encryption effect. 

Relevant Information
Radio Telescope Images

Ground radio telescope such as Atacama Large Millimeter/
submillimeter Array (ALMA) receives signal emission from 
celestial objects such as stars, pulsars or active galaxies.8 The 
incoming waves are then converted into electrical signals 
inside the receiver and processed into electrical signals for 
displaying the spatial information carried by signal.9 Figure 
1, shows the original RGB radio telescope images.

Grayscale Image

Images in RGB color model consists of three component 
images, commonly said Red, Green and Blue components.10 
Based on the model in Figure 2, these RGB images can be 
converted into Grayscale images following equation (1).

Figure 1.Original RGB Images

Figure 2.RGB Color Model

                                                        (1)

Bayer Image

A digital color image has three components R, G and 
B, where R represents red, G represents green and B 
represents blue. A Bayer image is a filtered array of color 
in which three color components are filtered and arranged 
on a grid of photosensors. The pattern of a Bayer image 
consists of 50% green, 25% red and 25% blue components 
from original RGB image. Figure 3, shows the RGB image 
and corresponding Bayer image. 

Figure 3.RGB and Corresponding Bayer Image

Bit Plane

Digital image decomposition is the process of extraction of 
eight bit-planes from any grayscale image. A digital image 
is constructed with M rows and N columns of pixels as 
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descripted in equation (2). For a grayscale image, each pixel 
value is classified into four Most Significant Bits (MSB) and 
four least significant bits (LSB).11 The i-th bit-plane consists 
of all the i-th bits of binary representation of each pixel.12

                                                    (2)

                                                          (3) 

Figure 4.Bayer Image

Fourier Transfrom

The FT process the decompose process of an image into 
a sum of elementary signals. It has the property of being 
eased to implement and observe.13 The discrete Fourier 
Transform (DFT) of an image f (m, n) of size M x N is defined.14

Note that modules in the first and second quadrants are 
equal to the coefficient in third and fourth quadrants, 
respectively, due to the Hermitian symmetry properties 
of Fast Fourier Transform (FFT).

Proposed System
In this paper, a combined spatial and frequency domains 
algorithm was proposed on grayscale and Bayer images. It 
is worth noting that FT is for frequency domain, meanwhile 
bit levels decomposition for spatial domain. Figure 4, shows 
an RGB image was converted into grayscale or Bayer image 
before FT. Then, grayscale or Bayer image were decomposed 
into eight layers of bit-planes, namely bit-plane 0 to bit-
plane 7. Two levels of scrambling algorithm were applied: 
the first level scrambling was on the bit-plane position. 
Whereas, second level scrambling was applied whereby 
the value of the pixels in each bit-plane was randomly 
scrambled and restructured with random position to the 
bit-planes position. New grayscale image was thus re- 
formed by 8 bit-planes. The scrambling methodology is 
commonly utilized to exchange position of pixels without 
changing the value of pixels. It can be used to encrypt and 
decrypt the grayscale image in any size on random number 
generation algorithm. 

Figure 5.Proposed System

Figure 6.Histogram Distribution from Original Image
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than 30. In other words, small value of PSNR index indicates 
that the two measured images are not approximate.18 As a 
result of the calculation, the entropy value of the proposed 
encryption with combined spatial and frequency domain 
with grayscale images and Bayer images are found to be 
8.2730 and 8.2007 respectively.

Information Entropy

The information entropy analysis can be used to decide 
the complexity of encrypted data. The encrypted data is 
supposed to be so complex that no information about the 
original data can be obtained out of it. The information 
entropy analysis can be measured.

The optimum information entropy value for an encryption 
is 8.16 The quality of encryption becomes higher when the 
value of information entropy is closer to 8. The calculation 
shows the entropy value of our proposed encryption with 
combined spatial and frequency domain is recorded  at  
6.5400 for Grayscale Image and 6.5425 for Bayer Image, 
that are close to the optimum point.

SSIM

SSIM is used to compare the index of similarity between 
original and encrypted images. Dissimilarity level will be 
increased if the value of SSIM is low. Lower value of SSIM 
indicates the dissimilarity between two digital images is 
higher. The SSIM index between the original image and 
encrypted image.

Conclusion
Two types of telescope images are selected for the 
experiments of proposed novel encryption algorithm that 
combines spatial and frequency domains. The effectiveness 
of the proposed algorithm is then analyzed based on several 
key analyses such as histogram distribution, Number  of 
Pixel Changing Rate (NPCR), Unified Average Changing 
Intensity (UACI), Peak Signal to Noise Ratio (PSNR), 
information entropy and Structural Similarity Index (SSIM). 
The empirical results confirm that the proposed algorithm 
has demonstrated good encryption effects.
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Figure 7.Histogram Distribution after Proposed System

Key Sensitivity Analysis
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Therefore, the NPCR and UACI values of five different 
images in the proposed algorithm were tabulated and 
compared. It is clear that our proposed algorithm is suitable 
for security transmission due to its high NPCR (>90) and 
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